Okta Verify Mobile App Initial Set-up Android Device

This tutorial will outline how to configure OKTA Verify on an Android device to set up your
EmployeelD@k12.hi.us account for Multi-Factor Authentication (MFA).

What you need to get started:
e Android Device running version(s): 9,10,11,12 and 13.
e Access to a Web Browser (ex. Firefox, Google Chrome, Safari) via a desktop or laptop.
e A stable WiFi (or wired) connection that your Android device and desktop/laptop can
utilize.
e If you are currently logged into your Employee@k12.hi.us on a desktop/laptop device,
log out before proceeding with the steps outlined below.

Part 1: Installing Okta Verify Mobile App
The following steps must be completed from an Android device.

Step 1.1

e P et | Open “Google Play Store”.

Halila

Sign in to your “Google Play
Account” (If not signed in).

Search “Okta Verify”.

Select “Install’.

Step 1.2
Open “Okta Verify”.
An OKTA prompt will appear stating:

“Welcome to OKTA Verify. Securely
0 sign in to your organization's apps”.

Welcome to Okta Verify Select “Get started’.

Securely sign in to your organization's apps

Get started |
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Step 1.3
A prompt will appear stating:

“How it works. When you sign in,
use OKTA Verify to confirm your
identity”

Select “Next”.

How it works

When you access your organizaticn’s apos, use Oita Verity ta confirm your identity,

Step 1.4
A prompt will appear stating:

“Ways to verify. When signing in,
enter a code from this app, tap Yes
on a push notification, or tap the
“Sign in using Okta Verify on this
) device” button.”

Select “Add account”.
Ways to verify

When signing in, enter a code from this app, tap Yes on a push notification, or tap the "Sign in using
Okta Verify on this device" button.

Add Account
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Choose account type

Choose the type of account you would like to add

Organization
Work, school, company

Other

2-factor authentication code for third party services

Step 1.5

Select “Organization” for account
type.

D You Have Your OF Code T

Step 1.6
A prompt will ask:
“Do you have your QR Code?”

Select “Yes, ready to scan”.

< Scan QR code

g the app

Only this time

Don't allow

Step 1.7
Okta Verify will prompt with:

“Allow Okta Verify to take pictures
and record video?”.

Select “While using the app”.
Leave Android device at this prompt

until next steps are completed on a
computer.
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Part 2: Generating Okta Enroliment QR Code
The following steps must be completed from a desktop or laptop.

New Incognito window

Google Chrome
Pin to taskbar

Close window

Step 2.1

Open preferred web browser
(Chrome, Edge, or Firefox)

Right click the browser icon on the
taskbar then select “New
Incognito/InPrivate/Private
window”

C ﬂ' m myapps.microsoft.com

Step 2.2

In the new window, type
“‘myapps.microsoft.com” into the
URL search bar and press “Enter”.

B Microsoft

Sign in

|Ernu|o',-eelDl.'_E:k‘l2 hi.us |

No account? Craate one

Can't access your account -~

Step 2.3

Enter your EmployeelD@k12.hi.us

and select “Next”.
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State of Hawail
Departrment of Education

Sign In

e Sign in with Okta FastPass

%

EmployeelDj@kiz.hius

[] keep me signed in /
Next

Username

Step 2.4

You will be redirected to the Okta
login screen.

Enter your username

(EmployeelD@k12.hi.us) and select

“‘Next”.

State of Hawail
Department of Education

Verify with your password

SN .-

Password / l

Fargot password?

Back to sign in

Step 2.5

Enter your EmployeelD@k12.hi.us
password and select “Verify”.

Note: This will be your current
EmployeelD@k12.hi.us password.
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Step 2.6

o ——— - A “Set up security methods”
prompt will appear.

Select “Set up” for Okta Verify.
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Step 2.7

A “Set up Okta Verify” prompt will
appear with a QR code.

Note: Do not scan the QR code
shown in the screenshot as it will
differ from the QR code you
generated.
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Part 3: Finalize Okta Enroliment

The following steps must be completed from a laptop/desktop and from an Android Tablet.

Step 3.1

*This step must be completed
from a desktop/laptop and
Android device*

Using your Android device,
scan the QR code that is
displayed on your
desktop/laptop.

Enable biometrics

This allows you to use Okta Verify with biometrics such as face or fingerprint unlock
to access apps

Step 3.2
)

*This step must be completed
from an Android device*

When prompted to enable
biometrics, select “Not now”.

Enable

Not now
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Step 3.3

) *This step must be completed
Account Added from an Android device*

You can naw securzly sign in to yeur organization's apas.

13 ”
An “Account added” prompt
Impertant: Kt agp insialed on your device Youl need it sign'n. will appear.

Select “Done”.

Step 3.4
okba verify
*This step must be completed
from an Android device*

245 518 Verify that your account has
R — been added to the Okta Verify
app.
Step 3.5
@mﬂ“ *This step must be completed

from a laptop/desktop*

Set up security methods A prompt to set up a single
K12 hius security question will appear.

Select “Set up”.

Set up required

a Security Question
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Set up security question

N

(®) Choose a security guestion
() Create my own security guestion ;

Choose a security gquestion

What is the food you least liked as achi.. *

Answer

SR A ——— e

Step 3.6

*This step must be completed
from a laptop/desktop*

Choose to “create your own
security question’, or “utilize
a premade security
question’.

Enter the answer for your
question and press “Verify”.

Note: When setting a security
question, ensure that the
answer you provide is one you
will remember in the future.

A

Slate ol Hanas
i uded ivwdet | ol Filad B0 i

Set up security methods

Set up optional

Step 3.7

*This step must be completed
from a laptop/desktop*

When prompted to set up an
optional second factor, select
“Set up later”.
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HH e - My Apps O Search apps

® Welcome to the improved app discovery view! If this view doesn't have functionality that you need, you can temporarily switch back to the previous vi

A 7@

Return to previous view | X

Apps dashboard R Addapps @ Create collection * Customize view
Apps
N Apps & Settings

3 now
e

G Suite QA - ServiceNow

Step 3.8

*This step must be completed
from a laptop/desktop*

My Apps page will prompt with
all of your different icons
(Gsuite etc.).

Okta Verify setup is now
complete.

Note: Not all icons will be
similar to the screenshot.
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